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General Rules

The network graph is evaluated against a set of baseline, algorithm-agnostic rules.

Rule 1: Assess Network Size Count the total number of unique account nodes in the graph
(N).
o If N<15, the grouping process is STOPPED.
o If N>=15, the grouping process PROCEEDS.
Rule 2: Filter Out Protected Nodes Protected nodes include mules (m), victims (v), and nodes
associated with fraudulent transactions (f).
o If anode matches any of these categories (hode = m, v, or f), it is excluded from
grouping.
Rule 3: Group Same Bank Accounts Only Verify to which bank each node belongs to.
Nodes belonging to different banks cannot be integrated into the same group.
Rule 4: Enforce Separation Between Consecutive Nodes Evaluate whether two
consecutive accounts share direct transactions.
o If atransaction exists between them, they are excluded from the same group.
Rule 5: Track Cumulative Transaction Amount Continuously calculate the cumulative sum
of all transaction amounts for all accounts within the active group (Syo,,)-
o If Sy, €XCeeds the largest total amount sent or received by any single account in
the entire network, the group cannot absorb any further transactions or
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nodes Algorithm 1: Amount-Based and First
Transaction Order-Bound (Combined)

Step 0: Assess Grouping Eligibility

e Execute General Rule 1 to evaluate the network size.
e If the network contains fewer than 15 nodes, the process terminates immediately.

Step 1: Initialization

e Identify eligible nodes by applying General Rules 2, 3, and 4.

e Establish the global threshold (T), where T = x% of the largest single transaction amount
recorded in the network.

e |Initialize a new group starting with the node associated with the chronologically earliest
transaction for a specific bank.

Step 2: Evaluate Node Amounts

e Inspect the outgoing and incoming transaction amounts (A) for the current account node.

Step 3: Form the Group

e Maintain Group: If a transaction is a subsequent transaction involving an account already
present in the network, the grouping process continues.
e Stop Group If:
o A transaction from or to an account belonging to a different bank interrupts the
chronological sequence of the current group.
o The transaction amount meets or exceeds the threshold (A >=T).
o General Rule 5 is violated.

Step 4: lteration

e Advance to the next sequence of eligible accounts in the network and repeat the process from
Step 2.

Step 5: Post-Grouping Edge Consolidation

e For each finalized group, inspect all edges in the network. If multiple edges share the exact
same origin and destination and are not breaking general rules, group them into a single edge.
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Algorithm 2: Amount-Based Only

Step O: Assess Grouping Eligibility

e Execute General Rule 1 to evaluate the network size.
e If the network contains fewer than 15 nodes, the process terminates immediately.

Step 1: Initialization

e |Initialize a new group with the first account with an incoming and outgoing transaction below
the threshold.

e |dentify eligible nodes by applying General Rules 2, 3, and 4.

e Establish the global threshold (T), where T = x% of the largest single transaction amount
recorded in the network.

Step 2: Evaluate Account Nodes
e Evaluate the individual incoming and outgoing transaction amounts (A) for each account node.
Step 3: Form the Groups

e Cluster all eligible account nodes from the same bank into a single group.
e Maintain Group:

o If atransaction is a subsequent transaction involving an account already present in the
network, the grouping process continues.

o If the active group complies with General Rule 5 and an eligible account is available,
add it to the group—even if an ungrouped, ineligible account exists chronologically
between them.

e Stop Group If:
o Any single transaction amount meets or exceeds the threshold (A >=T).
o General Rule 5 is violated.

Step 4: Iteration

e Advance to the next sequence of eligible accounts in the network and repeat the process from
Step 2.

Step 5: Post-Grouping Edge Consolidation

e For each finalized group, inspect all edges in the network. If multiple edges share the exact
same origin and destination and are not breaking general rules, group them into a single edge.
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Algorithm 3: Time-Based Only

Step O:

Assess Grouping Eligibility

Execute General Rule 1 to evaluate the network size.
If the network contains fewer than 15 nodes, the process terminates immediately.

Step 1: Initialization

Step 2:

Step 3:

Step 4:

Step 5:

Identify eligible nodes by applying General Rules 2, 3, and 4.

Define the fixed time window duration (t).

Initialize a new group starting with the account associated with the chronologically earliest
transaction for a specific bank.

Record the timestamp of this baseline transaction as tg,.

Evaluate Subsequent Transactions

Monitor all incoming and outgoing transactions for accounts within the same bank. Define the
timestamp of the transaction under evaluation as t .,y ent

Form the Groups

Maintain Group: If a subsequent transaction occurs within the defined time window (tent -
tsare <= 1) @nd involves an account already present in the network, the sequence continues
uninterrupted.
Stop Group If:

o The elapsed time exceeds the window duration: (t.,ment = tetart) > T

o General Rule 5 is violated.
Note: Upon breaking the group, the current transaction timestamp becomes the new tg, for the
next group.

Iteration

Advance to the next sequence of eligible accounts in the network and repeat the process from
Step 2.

Post-Grouping Edge Consolidation

For each finalized group, inspect all edges in the network. If multiple edges share the exact
same origin and destination and are not breaking general rules, group them into a single edge.
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