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DigitalTraces: Unveiling fraud through interactive
user behaviour exploration
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Figure 1: Representation of the DigitalTraces’ interface, depicting a scenario of a client account takeover (ATO) by fraudsters after the
introduction of a new device. The central elements of the visualisation are the heatmaps that display the overall device information timeline
(C1) and the device specific data (C2). This information is enriched by account information (D1), that signals changes in email, phone,
password, and address (D2). The interface is toped by a bar chart that represents the fraud records for that person (B) and an header with a
legend and time window selector (A)

Abstract
Fraud detection teams in financial institutions face the challenge of identifying suspicious activity within user behaviour. How-
ever, existing tools often lack the ability to seamlessly integrate multiple dimensions of digital activity into a single, interactive
visualisation, leading to increased cognitive load and preventing analysts from quickly spotting anomalies in varying sources of
information. This paper introduces DigitalTraces, a visual analytics tool aimed at improving the detection of fraudulent patterns
particularly in the dimensions tied with digital activity. The system combines several stacked timelines to offer an overview of
multiple activity dimensions, integrating online banking session data, device identifiers, transactional activities, and account in-
formation. We validated our tool with a think-aloud experiment where two fraud analysts were tasked with detecting anomalies
in a financial fraud scenario. Experts emphasised the tool’s ability to provide intuitive insights and enhance understanding.

CCS Concepts
• Human-centered computing → visualisation systems and tools;

1. Introduction

When using their computer, phones, or smartwatches to make pay-
ments, transfers or other financial transactions, people leave a trace.
A digital footprint that indicates what are their habits and usual be-
haviours. A change in those might indicate fraudulent activity. For
that reason, digital activity is one important dimension, among oth-
ers, that analysts look into in the context of fraud detection. One

key aspect of digital interactions is a session, which represents a
continuous period of user activity on an online financial or bank-
ing platform. Sessions help track normal user behaviour and can
be analysed for anomalies, as fraudulent activity often involves de-
viations from established patterns [SLT∗20]. Detecting anomalous
user behaviours is therefore essential for identifying potential finan-
cial fraud, as fraudulent activity is often preceded by user behaviour
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that deviates from what was seen in the past [LGS∗22]. Suspicious
activity can include unusual login attempts from new devices or
locations, sudden changes in transaction frequency, modifications
to account details such as email or phone number, or high-velocity
interactions with online platforms [SLT∗20]. While each of these
actions alone may not be inherently fraudulent, it’s their combi-
nation that might indicate suspicious behaviour (e.g. a change in
email from a new device combined with unusually high transac-
tional activity).

Uncovering the combinations, sequences and patterns in data
is a crucial task for fraud analysts, especially as financial crime
rises. According to the Financial Trade Commission (FTC), fraud
and identity theft have been growing continuously for the past
decades, costing U.S. customers over $10 billion in 2023. Fur-
thermore, digital activity-related crimes such as account takeovers
(ATO) are among the most common types of financial crime
[KDC∗19, Fed24]. However, existing tools often lack the ability
to seamlessly integrate multiple dimensions of digital activity into
a single, interactive visualisation. This fragmentation forces ana-
lysts to manually cross-reference different data sources, increasing
cognitive load and slowing down fraud detection efforts.

This paper introduces DigitalTraces, a visualisation tool de-
signed to support fraud detection by offering a comprehensive and
interactive overview of digital activity data. By integrating online
banking session logins, device identifiers, transactional activity and
account data information, the tool enables analysts to easily track
and investigate patterns that may signify fraudulent behaviour. The
interface allows for the dynamic analysis of multiple data dimen-
sions and supports varying time windows. It helps analysts in iden-
tifying novel devices, detecting changes in user behaviour, and cor-
relating digital activity with transactional fraud data.

This paper makes two key contributions. First, it identifies key
requirements for analysts when reviewing digital activity data,
based on our research and interviews with analysts. Secondly, it
introduces a tool designed to enhance the analytical capabilities of
fraud detection teams by providing an intuitive interface for de-
tailed, multi-dimensional analysis of digital activity data.

2. Related Work

Several visualisations have been developed to analyse anomalous
user behaviours across diverse domains, offering insights into com-
plex digital interactions [SLT∗20]. TargetVue [CSL∗16] provides
an interactive method to examine irregular communication pat-
terns, while VASABI [NHC∗20] uses hierarchical representations
to summarize user activity at multiple levels. MOOCad [MXC∗19]
reveals irregular patterns in large-scale learning sequence data,
highlighting the benefits of integrating temporal and categorical in-
formation. Additionally, #FluxFlow [ZCW∗14] demonstrates how
dynamic visualisations can capture abrupt changes in information
spreading. These studies motivate the approach in DigitalTraces,
which consolidates sessions data, device information, account in-
formation changes, and fraud history into a unified visualisation.

Focusing on fraud detection, research demonstrates that inter-
active dashboards and visual analytical tools significantly reduce

the cognitive effort required to detect anomalies, helping ana-
lysts to quickly identify suspicious patterns in financial environ-
ments. Different studies have devised visual systems that not only
highlight unusual activity but also integrate interactive features
— such as tooltips, dynamic filtering, and the visualisation of
multiple datasets at once — to enhance investigative processes
[SMPM21, CLG∗08, ZWW∗23, FVS∗23, FCA∗24].

There has been considerable progress in integrating and sum-
marising data from heterogeneous sources. Fraud analysis often re-
quires the consolidation of session logs, device identifiers, account
modifications, and fraud records into a single, coherent overview.
Researchers have proposed methods for aggregating diverse data
streams, ensuring that key signals — particularly those indicat-
ing shifts in user behaviour prior to transactional fraud — are
preserved for analysis. This holistic approach enables analysts to
detect anomalies more effectively and contextualize them within
broader activity patterns [AAS23, NSH∗18]. DigitalTraces draws
inspiration from previous work while proposing a way to integrate
in the visualisation different sets of data. The most significant ad-
vance is that this integration is done by stacking multiple timelines,
with variable granularity, which enables the exploration and com-
parison of different kinds of data.

An effective strategy for visualising time-sensitive data is using
timelines and heatmaps. CloudLines [KBK11] highlights temporal
patterns across multiple time-series, providing a compact overview
of event sequences. Heatmaps can draw attention to periods with
unusually high activity, and interactive timelines allow for a de-
tailed exploration of events within specific intervals [PMC∗22]. Re-
cent work has enhanced these methods by incorporating additional
layers of context [CXC∗24, BBC∗25]. Our proposal leverages the
power of heatmaps to highlight temporal patterns and spikes, di-
recting the user to the suspicious activities that require attention,
potentially uncovering fraud.

While the referenced previous studies and proposals are useful
and serve their purpose, they do not fully address the specific re-
quirements our proposal aims to meet in the context of digital ac-
tivity for fraud detection. Our proposal offers a comprehensive ap-
proach to fraud detection in digital user behaviour by evaluating all
key aspects of a user’s behaviour simultaneously, providing a holis-
tic view, reducing cognitive load and enabling analysts to quickly
identify anomalies with greater ease and accuracy.

3. DigitalTraces

3.1. Design Requirements

Based on the related work and interviews with analysts, we devel-
oped a list of requirements that guided the design of DigitalTraces.

Fraud analysts rely on digital activity data to detect suspicious
behaviour and assess fraud. Their workflow involves reviewing ses-
sion login details, device identifiers (e.g., model name and op-
erating system), and account identifiers (e.g., addresses, emails,
phone numbers, and passwords). They focus on identifying devi-
ations in user behaviour, such as previously unseen devices, block-
listed phone numbers or email accounts (in other words, previously
flagged as fraudulent by analysts), and unusual changes in activity
frequency like login spikes.
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Given their time constraints [SMPM21], analysts typically re-
view only the past three months of data but may adjust the time win-
dow for broader trends (e.g., usage spikes during a couple of days)
or more granular insights (e.g., abnormal behaviour within a day).
Furthermore, they perform multi-factor analysis, integrating both
transactional and non-transactional activities, as fraudulent digital
behaviour often precedes actual fraudulent transactions [LGZ∗20].

From these observations, we derived a set of design requirements
to support analysts’ workflows effectively:

• R1: Display comprehensive information for all device informa-
tion and usage, and account information changes, providing an
overview of user digital activity.

• R2: Enable the identification of new devices, highlighting when
they were introduced and used.

• R3: Allow users to detect changes in behaviour frequency by
comparing them against average client activity.

• R4: Integrate transactional fraud data history to support correla-
tion analysis with digital activities.

• R5: Support variable time windows to accommodate different
analytical needs.

• R6: Facilitate the analysis of changes across multiple digital data
dimensions simultaneously.

• R7: Integrate with Feedzai’s fraud detection software.

3.2. Interface

The interface of DigitalTraces is composed of five sections, pro-
viding a complete overview for the different types of digital activ-
ity data (Figure 1): the header section (A); the fraud bar chart (B);
the device information timelines (C); and the account information
timelines (D). There is also a vertical current alert indicator that
indicates the time block that raised the alert the analyst should re-
view, intercepting sections B, C, and D. The data shown is ingested
via parsers that map incoming fields to a common internal schema,
enabling consistent alignment across timelines.

3.2.1. Header

The header (A) of the element is composed by two parts. Firstly,
a legend that provides details on the various shapes and colour en-
codings, including the heatmap’s colour range represented by the
number of sessions, making sure that tool’s insights are understood
with ease. Secondly, a time window selector, that allows users to
adjust the time window for their analysis, offering flexibility based
on the needs of the investigation. Time windows can be set to pre-
defined ranges based on the most common analysis intervals used
by analysts. The granularity of the visualisation time blocks de-
pends on the selected time window: one hour for the 24-hour time
window, and one day for the rest [R5].

3.2.2. Fraud

The fraud section (B) is composed of a bar chart that sits on top of
the session summary timeline. Each bar represents the sum amount
identified as fraud for the respective time block. It also includes a
label with the maximum amount of the chart [R4].

Figure 2: Detail of a hover on a device timeline, triggering a
tooltip with additional information, and highlighting the blocks of
that single day, allowing for cross inspection of different data for
the same period [R6].

3.2.3. Device Information

The device information section (C) is composed of several hori-
zontal timelines. The first element is the device summary timeline
(C1) and it is a heatmap visualisation of number of logins for all
the user devices where each time block is represented by a rect-
angle. The heatmap sequential colour scale goes from light grey,
representing a time window with zero login sessions, to a darker
shade, representing a time block with the most login sessions of the
selected time window. When hovered, a tooltip appears with the
number of sessions for the respective time block, amount of fraud,
and characteristics of the device(s) added, if any [R3].

Beneath C1 there is a set of stacked heatmaps,the device time-
lines (C2). There is one for each device with activity during the
selected time window. These follow the same colour scale as the
main heatmap. When a block is hovered, a tooltip displays the de-
vice characteristics, number of sessions for that device and when
the device was first and last seen (Figure 2). Each timeline is named
after the correspondent device’s characteristics. When the name is
clicked, the unique ID of the device is copied to the user’s clip-
board, allowing for further investigation in a fraud detection soft-
ware [R7]. To keep a fixed height, a maximum of two device time-
lines, ordered from the most recent, can appear at the same time.
To navigate between timelines, the user can either scroll or use the
navigation buttons on the bottom right corner of this section. Next
to the buttons is a text indicating the index of the devices currently
visible and the total number of devices. Below each rectangle of C1
there may be a circle indicating that a new device was introduced
during that period. That circle can be clicked, resulting in the dis-
play of the respective device timeline without the analyst having to
manually navigate through the rest of the timelines [R1].
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3.2.4. Account information

The account information section (D) is also composed of several
horizontal timelines. Like in Device Information (C), this area in-
cludes a main timeline that aggregates all data and several more
detailed ones. The account information summary timeline (D1)
is coloured by rectangles that present the time blocks in which
an account data change occurred. These rectangles can be either
blue or yellow, representing an account data change or an account
data change to a blocklisted mean, respectively. The account infor-
mation specific timelines (D2), following the same colour encod-
ing, expands the information of the summary timeline, represent-
ing changes for each of the account information considered: email,
phone number, password, and home address. When a block is hov-
ered, a tooltip displays the previous and the new account data (does
not apply to passwords) [R2].

4. Experts Feedback

To evaluate the effectiveness and usability of DigitalTraces in real-
world scenarios, we conducted a user study with two risk strategy
analysts, with 15 and 10 years of experience each in fraud detec-
tion. They had no previous contact with DigitalTrust. Each session
lasted approximately 40 minutes and was divided into two phases:
an initial free exploration phase and a task-based evaluation.

The data shown in the interface is synthetic and mimics an ATO
scenario (Figure 1). Synthetic account change information was
generated using a conditional probabilistic model. Each account
information is sampled from a categorical distribution with change
states for each time block. For the same time block, if there was
a change in any account information, a new conditional distribu-
tion is used for the rest of the attributes, increasing the likelihood
of simultaneous changes. Device activity, or the number of events
per day for each device follow a Poisson distribution with λ val-
ues dependent on device and date range. Fraudulent events are
mimicked by randomly selecting a random number of dates and
assigning them a fraud value.

During the free exploration phase, the analysts were given un-
restricted time to navigate the interface and familiarise themselves
with its interactive features, while employing the think-aloud pro-
tocol [vSBS94] to verbalize their thought processes. This approach
enabled us to capture their immediate impressions and reasoning
strategies. With minimal input from our side, the analysts under-
stood what all elements in the visualisation represented by resorting
to the legend. After this exploratory phase, the analysts were given
a specific task aimed at identifying potential fraudulent behaviour
in the digital activities of a client.

The task was for the analysts to identify every aspect of the
user behaviour that might be considered suspicious. Using Digital-
Traces, the analysts began by examining the summary of sessions
(C1). This summary presents a heatmap that is especially dense in a
region consisting of two days. With that, the analysts instantly rec-
ognized a surge in activity during that particular period. The first
day of that period coincides with the current alert indicator, which
means that the fraud detection system flagged that event for review.
Hovering over this section, the analysts resorted to the tooltip fea-
ture for detailed insights, confirming a spike in logins. By looking

into the new device indicator, the analysts correlates the spike of
logins with the introduction of a new device. This correlation is
confirmed with the device specific timeline (A2). Further investi-
gation using the account information timelines unveils that, dur-
ing this peak period, there was a change (B1) in the client’s regis-
tered email to one previously flagged as blocklisted (B2). The an-
alysts also successfully identified previous fraud history that does
not seem to be related with the current suspicious activity, because
it happened prior to the introduction of the suspicious device and
was associated with another device that seems to be often used by
the client. In conclusion, experts successfully identified all signs of
frauds and validated the scenario characterizing it as realistic.

After the exploration and task completion, the experts praised
the ability to quickly identify suspicious activities and the ability
to combine in one visualisation data from multiple sources. This
integration of distinct data dimensions, such as account changes
and device usage patterns, was highlighted as particularly benefi-
cial. This feature assists analysts not only in identifying potential
fraudulent behaviour but also in understanding the context of such
behaviour, making the tool highly effective in supporting compre-
hensive fraud investigations.

Another highlight concerns the user interface in a general sense,
which was complimented for its capability to present complex data
in an intuitive manner. The interactive elements, such as clickable
indicators that directly link to relevant device timelines, were ap-
preciated for enhancing the exploratory experience, allowing users
to delve deeper into specific devices with ease. While the over-
all feedback was very positive, the experts did provide construc-
tive suggestions that could further optimize the user experience.
Namely, simplifying or removing the account information sum-
mary timeline (D1) to reduce redundancy could help in maintaining
the visualisation’s effectiveness without overwhelming the user;
and having the ability to visualize a bigger number of selected de-
vices at the same time could also help in comparison tasks.

5. Discussion and Future Work

Experts have validated the usefulness of DigitalTraces in support-
ing anomaly detection in investigative workflows, confirming its
potential to improve analysts’ ability to identify and respond to
potentially fraudulent activities. However, DigitalTraces has yet to
undergo formal user testing. Future work should include usability
studies to validate its effectiveness. Replacing synthetic data with
real datasets would provide a more accurate assessment of its prac-
tical utility. Moreover, introducing a custom time selector would
allow for a more flexible analysis.

In conclusion, DigitalTraces presents a novel approach to fraud
detection by integrating and visualizing multiple dimensions of
digital activity data in an interactive interface. By enabling ana-
lysts to quickly identify suspicious patterns, correlate digital be-
haviours with potential fraud, and streamline investigative work-
flows, the tool enhances analytical capabilities of fraud detection
teams. Experts feedback has validated its usefulness. Ultimately,
DigitalTraces’ key contribution lies in its ability to combine mul-
tiple data sources — session activity, device information, account
changes, and fraud history — into a unified visualisation tailored
for fraud analysis.
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